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Abstract: The purpose of the article is to analyse cyber-military threats through the prism of 

assessing the response to cyber-attacks in international law. To achieve this goal, the author used 

the scientific methods of analysis, synthesis, content analysis, and the dogmatic method. Using the 

proposed methodology, 51 professional studies were analysed, which allowed for an impartial 

approach to the assessment of the main issue. The results show that one of the key difficulties is 

identifying the parties to the conflict, as cyberattacks are not limited by state borders, and identifying 

their initiator can be difficult. The problem of determining the subject of responsibility, in particular 

in cases of actions of civilian personnel, makes the definition of the conflict as a military one more 

uncertain. Under the UN Charter, the use of force between states is limited, making it difficult to unify 

the rules of cyber warfare at the international level. The terms “cyberwar” and “cyberattacks” are 

applied to potentially dangerous operations in digital networks, but their definition and regulation 

remain open questions. All of this requires new approaches and international standards to effectively 

regulate and ensure security in cyberspace, in particular, given its unique aspects and impact on 

international relations. The Tallinn Book, which is an informal collection of expert opinions, examines 

issues such as the definition of cyberattacks, self-defence in cyberspace, and the application of the 

principle of non-use of force in the digital environment. This document may serve as a basis for a 

future international convention that will regulate legal relations in cyberspace at the international 
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level. The conclusions emphasise that without the political will of international actors, the solution to 

the problems of countering cyber warfare is hampered. 

Keywords: Tallinn Book, international law, cyberwar, cyberconflict, digital environment. 

 

Introduction 

In today's information age, where technological progress and digital transformation intersect 

with geopolitical challenges, cybersecurity is becoming a critical issue. Cyber warfare is becoming 

not only a challenge to national security, but also a challenge to international stability and peace. 

Therefore, the development of cyber armed forces and the existence of cyber threats are now 

becoming key challenges to the national security and sovereignty of countries in the growing digital 

age (Pang & Li, 2020). According to Ayalew (2015), modern societies have become extremely 

dependent on information technology and digital systems. For the sake of efficiency and 

development, countries use and implement digital technologies, but this also creates vulnerabilities 

that can be exploited in attacks. In addition, it is worth considering that cyberattacks can affect not 

only information systems, but also critical infrastructure, energy networks, financial systems, and 

other strategically important objects (Crespo, 2018). This poses a threat to economic and social 

stability. Accordingly, an important and relevant area of research is to study the dynamics of 

response to cyberattacks in the context of international law, especially in their interaction with 

military aspects (Thomas 2023; Kalpokiene, 2016). Undoubtedly, as Pang & Li (2020) have shown, 

the use of cyberattacks differs from armed aggression, but some amendments to the Geneva 

Conventions recognise that in the event of a new type of weapon, there is a need to supplement 

existing conventions rather than write new international documents. At the same time, an important 

problem of the Russian-Ukrainian war is that the aggressive actions of the Kremlin regime have 

threatened the existence of the post-World War II world order. The current challenge to the 

collective security system is obvious - Russian aggression has shown a clear disregard for existing 

international law. 

Therefore, delving into the subtle threads of legal regulation, analysing the role of international 

institutions and states in this context, there is a need to reveal in more detail how effective modern 

international law is in ensuring cybersecurity in the face of growing tensions in cyberspace. 

Research Problem 

Therefore, the analysis of recent scientific publications has shown that the study of the cyber-

military threat and international law through the prism of assessing the response to cyber-attacks in 

the military context and the analysis of modern international conventions on countering cyber threats 

as acts of war remain unresolved.  

The problem of the study is that the development of cyberspace and its use for military 

purposes exceeds the traditional framework of international law. International legal instruments and 

norms were created mainly with traditional forms of conflict in mind, while cyber warfare threats 

require new approaches and recognition of the uniqueness of this type of conflict. One of the key 

challenges is that cyber-attacks can take a variety of forms and targets, sometimes unravelling 

traditional distinctions between civilian and military objectives. Consideration needs to be given to 

how international law can adapt to this new reality and how to respond effectively to such challenges 

while ensuring an adequate level of protection and accountability. An additional complication is the 

anonymity and difficulty of attribution of cyberattacks, which makes it difficult to identify perpetrators 

and enforce international accountability. In addition, the absence of generally accepted standards 
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in this area may create a legal vacuum, which can lead to ineffective measures to counter cyber 

aggressions. These aspects determine the importance and relevance of this study.  

Research Focus 

By analysing the use of cyberattacks in the context of international law, the article emphasises 

the interconnectedness of the current legal framework for interaction with military events in 

cyberspace. By examining precedents and responses to various cyberattacks, the article seeks to 

determine the extent to which these responses comply with international norms and rules. Particular 

attention will be paid to the role of international institutions such as the UN and the European Union 

in shaping and implementing strategies to counter cyberwarfare threats. In combination with the 

study of the Ukrainian experience, this will allow for the development of certain established models 

of legal response to cybersecurity challenges in the future. When analysing the current state of 

legislation and proposing possible directions for its further development, it is also important to pay 

attention to determining the effectiveness and modernity of legal mechanisms in ensuring 

cybersecurity in the context of the constant evolution of cyber threats and cyber weapons, and 

possible unstable development of the international political situation in Ukraine and the world. 

Research Aim and Research Questions 

The purpose of the article is to study the cyber-military threat and international law through the 

prism of assessing the response to cyber-attacks in the military context. The realisation of this goal 

requires finding answers to the following topical issues: 

1. Consideration of international conventions on countering cyber threats as acts of war. 

2. Formulation of recommendations for new legal documents that would establish 

responsibility for aggression in the cyber environment (the “Tallinn Book”). 

Literature Review 

Researchers point to various aspects of the legal regulation of Internet crime and cyberwarfare, 

reflecting different perspectives and highlighting key trends in this area. Alnakeep (2022) 

highlighted the connection between Internet crimes and their legal regulation. The author explores 

topical issues related to the development of technology and the emergence of new forms of crime 

in virtual space. Maskun and Rum (2021) investigated cyber warfare as a variable method of warfare 

and its impact on national security. Valuch et al. (2017) also studied cyberattacks, information attacks, 

and postmodern warfare, examined the evolution of military activities in cyberspace and its impact 

on international law. Thomas (2023) analysed cybercrime and countermeasures to counter it, 

considered current issues related to cybersecurity, and offered recommendations for its prevention. 

Based on these studies, it is possible to trace the gradual evolution of ideas about the use of force 

in cyberspace, organisation and conduct of attacks, etc. This made it possible to identify certain 

fundamental provisions in understanding the theoretical basis on which the use of the legal system 

in overcoming the threat of cyber warfare is based. 

Researchers have also considered the Tallinn Book as an important tool for regulating cyber 

warfare in the future. In particular, Boulos (2017) critically reviewed this publication in the context of 

its relation to the Jus Ad Bellum - the right to wage war. Nordström (2019) examined the regulation 

of cyber operations that do not reach the threshold set out in Article 2(4) of the UN Charter. The 

author analyses Rule 4 of the Tallinn Manual 2.0, which regulates this aspect of international law. 

Arnold (2020) discusses the contribution of the second edition of the book to the study of 

international law applicable to cyber operations - the author points out the key aspects and 
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innovations of this legal instrument. Dienelt (2022) examined the interplay between the laws of 

armed conflict, human rights, and international environmental law. His article proposes an expanded 

approach to the regulation of armed conflicts, taking into account the impact on human rights and 

the environment. Sweet (2014) and Tanodomdej (2019) also reviewed the Tallinn Book, which 

analyses international law applicable to cyber operations. The authors highlight the key aspects of 

the document and its significance for understanding the legal context of cyber warfare from a 

comparative perspective. Tsagourias (2013) outlined the peculiarities of the “use of force” in the 

Tallinn Book, analysing the use of force in the context of cyber operations and its compliance with 

international humanitarian law. At the same time, many critical aspects of the drafting and operation 

of the Tallinn Book will require further consideration, as the possible circumstances of the use of 

military force in cyberspace have changed significantly, and the Russian-Ukrainian war has 

demonstrated the reality of the use of cyberspace during hostilities. 

Alsemairi (2022) examined the role of digital technologies in combating crimes related to 

human and arms trafficking via the Internet. The author analyses the effectiveness of modern 

technologies in combating cybercrime of this type. Dinniss (2015) focuses on the regulation of cyber 

warfare in accordance with the principles of jus in bello (the law of war). The author analyses the main 

aspects of legal regulation of cyber conflicts and their compliance with international standards. 

Simović et al. (2020) studied cyber warfare and international cyber law. The authors examine current 

trends and prospects in the development of cyber legislation and regulation of cyber warfare.  

Lancelot (2020) analysed the topic of cyber diplomacy, including cyber warfare and the rules of 

engagement. The author explores the challenges faced by modern cyber diplomacy and offers 

recommendations on the rules of engagement in cyber conflicts. Ayalew (2015) analysed the 

problem of cyber warfare and its reflection in international humanitarian law. The author examines 

the new challenges arising from the development of cyber-armed conflicts. Di Martino (2021) 

highlighted the role of fear and compassion in international relations, in particular in diplomacy, 

cyber engagement, and Australian foreign policy. Baradaran and Habibi (2017) studied cyber 

warfare from the perspective of international law, focusing on self-defence. The authors highlight 

important aspects of the legal regulation of cyber conflicts. Lucas (2017) analysed the international 

law applicable to cyber operations. The author discusses the ethical aspects of cyber warfare and 

recommendations for its regulation. Naidoo and Jacobs (2023) devoted their article to cyberwarfare 

and cyberterrorism, which pose a threat to critical infrastructure. The authors propose a framework 

model for analysing and understanding threats emanating from cyberspace. Trezza (2017) examined 

the negotiation of cyber warfare, focusing on the diplomatic aspects of resolving conflicts in 

cyberspace. Difficulties with anonymity in cyber warfare and the impact of this status on the 

prosecution of perpetrators in the context of international humanitarian law were traced by Buchan 

(2016). An important aspect is the analysis of those works that assert a certain theoretical platform 

for understanding the use of the legal framework in the field of cyber law. Thus, according to 

researchers, international law regulates the issue of protection against cyberattacks through a 

number of conventions, treaties, and other documents that regulate the behaviour of states in 

cyberspace. Several key aspects reflect how international law responds to cyber threats and cyber-

attacks (see Table 1). 

Table 1 

Key legal aspects of the global community's response to cyber challenges  

Aspect Characteristics 
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Application of 

international law 

principles to 

cyberspace 

The general principles of international law, such as sovereignty, non-

intervention, non-aggression, and others, also apply in cyberspace. 

States must refrain from actions that violate these principles, even in 

cyberspace. 

Declarations and 

conventions 

A number of international instruments, such as the Convention on 

Cybercrime (the Budapest Principle), attempt to set standards for 

combating cybercrime. However, some of these instruments have not 

yet gained traction or gained widespread support. 

The right to self-

defence 

Under international law, states have the right to self-defence in the event 

of an armed attack. If a cyberattack is considered an armed attack, a 

state may take self-defence measures, including cyber measures. 

The process of 

identifying attacks 

Determining when a cyber-attack is genuine is important. The process 

of identifying and attributing cyber-attacks can be an important step in 

determining how to respond. 

International 

cooperation 

Cooperation between international public institutions, states, and the 

private sector in the field of cybersecurity is becoming increasingly 

important. Measures to develop international standards and joint efforts 

to combat cyber threats are gaining attention. 

Source: compiled by the authors based on Fleck (2013), Karska and Karski (2019), Mohamed 

Hassan and Mohamed Ali (2023). 

Although there are still many challenges and uncertainties in this area, the development of 

international law reflects the need for joint action to ensure cybersecurity and accountability in 

cyberspace. 

Research Methodology  

General background 

Analysing the cyber-military threat and international law in the context of assessing responses 

to cyber-attacks from a military perspective is important for several reasons. Firstly, it is important in 

the context of national security, as the development of cyber forces and the threat of cyber-attacks 

have become an essential element of the overall national security complex. On the other hand, an 

analysis of international law, which defines the rules and norms governing the behaviour of states in 

cyberspace, will help to understand the legal aspects of responding to cyber aggressions and 

develop appropriate strategies. Therefore, this study is qualitative and based on expert judgements, 

analysis of scientific literature, and the international legal framework.  

Data collection 

At the initial stage of the study, the content analysis method was used to process the scientific 

literature. In total, 51 items of professional publications in the main area of research were analysed. 

The selection of the necessary articles and monographs was carried out using Google Scholar search 

resources, with preference given to the most cited works and works published since 2013. This made 

it possible to avoid citing already somewhat anachronistic opinions, the relevance of which has 

decreased due to the rapid development of technology (and, accordingly, the legal interpretation 

of the use of force in cyberspace has undergone significant changes). To work with normative 

documents (UN charters and international conventions), the author also used the dogmatic method, 
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which made it possible to understand and describe the peculiarities of the legal interpretation of 

cyber military challenges in modern international law. 

Data analysis 

The article was written using the scientific methods of analysis and synthesis. In particular, the 

use of analysis made it possible to divide the main research problem into several smaller ones and 

thus analyse them more thoroughly. This made it possible to identify both problematic elements in 

the interpretation of the use of legal norms in cyber conflicts and to identify certain positions on 

which researchers have reached a certain agreement. This allows for further study of controversial 

issues and confirmation or refutation of the research findings of other scholars. The synthesis method 

was useful in writing the conclusions to the paper, as it was used to summarise the collected material 

and develop a broader concept in identifying further promising areas for research.   

The work was carried out based on the principles of comprehensiveness and impartiality. For 

this reason, it was possible to avoid the dissemination of subjective opinions on the main issue of the 

scientific article. 

Results 

Using International Conventions to Counter Cyber Threats and Cyber-attacks in the Military 

Context  

In terms of the application of international law, military operations in cyberspace (cyberwarfare) 

raise a number of complex issues. First of all, this includes the problem of identifying the parties to 

the conflict, since in the context of information confrontation, the means of influence are not defined 

by state borders and do not contain clear individual features, and their nationality can be determined 

only by certain indirect markers. Thus, identifying the initiator of the conflict becomes a problematic 

task, which, in the context of a cyberattack, can take a considerable amount of time (Kurebwa & 

Magumise, 2020). This also applies to the identification of the subject of responsibility (Orr, 2023). 

Cyber operations can be carried out by individuals who are not even aware of their role in the 

conflict. For example, civilian employees working for an internet company, which in turn performs 

tasks for an extraterritorial customer. Therefore, if it is impossible to identify the person, organisation, 

or country of the customer, it is difficult to define such activities as an operation of military conflict 

(Peresada, 2021). In addition, cyberattacks may undergo an incubation period when the threat does 

not manifest itself or does not contain certain critical dangers that cause devastating consequences. 

Thus, it becomes virtually impossible to determine the existence of a conflict at a given time. In 

addition, the identification of the parties to the conflict in real-time is also complicated by these 

factors. 

According to the United Nations (UN) Charter, states are restricted from using force against 

other states, except when such use of force is under the authority of the UN Security Council or in 

situations of “individual or collective self-defense” against an “armed attack”. Such exceptions do not 

contribute to a general, internationally accepted rule of cyber warfare (Richemond-Barak, 2023). The 

problems of different approaches to understanding forceful influence in information or cyber space, 

which were highlighted above, are general in nature and give rise to controversy in international 

legal forums of the highest level. However, in addition to this, the specificity of cyberspace is 

determined by a number of features related to its organisation and functioning, which affects security 

issues. In general, the term “cyberwar” is used for potentially dangerous operations in cyberspace, 

i.e. a war that takes place in and through computers, in digital networks that connect them, and in 

which states or their proxies participate against other states (Roscini, 2016; Paziuk, 2022). Cyber 
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warfare is usually waged against adversaries' governmental or military digital networks to damage, 

destroy, or block their use.  

If we consider this concept in the context of international law, cyber warfare covers the means 

and methods of conducting military operations directed against computers or through computers 

and computer networks by means of information flow, when such operations in cyberspace are 

carried out in the context of an armed conflict defined in accordance with international law. Thus, 

the concepts of “cyberwar” and “cyber military threats” express a smaller scope compared to 

“information warfare” and “information operations”. 

At the same time, it is difficult to determine the beginning of cyber warfare, if it is planned as a 

separate act. A specific problem related to the “intangibility” of information and cyber impacts is 

their potential importance in terms of damage caused, while they may remain “invisible” (Zahra & 

Wulan Christianti, 2021). For example, disabling an important infrastructure or military facility by 

blocking the control processors with a special programme is different from physical damage, 

although the consequences can be just as large. Any act of violence against the enemy, whether 

committed in the course of offence or defence, is regarded as an attack under Additional Protocol I 

to the Geneva Conventions (Article 49). Thus, cyber means may also be used as a tool, especially as 

it relates to military operations that may cause harm to the civilian population (Kelic, 2019). However, 

in this case, it may not be a matter of physical damage to such objects, but of loss of their 

functionality. In addition, the possibility of identifying the persons involved in a cyber-attack remains 

an important issue, which distinguishes such an attack from a conventional military attack, when the 

identification of participants is quite real (Kleemann, 2021). This creates serious problems for 

identifying the perpetrators and, accordingly, establishing responsibility for the actions taken, as 

cyber operations are very often carried out anonymously, using the power of the Internet. A 

“cyberattack” is defined as a hostile act aimed not only at causing damage to vital cyber systems but 

also to other infrastructure related to the use of the cyber system. Based on this, researchers define 

a cyberattack as any action aimed at undermining the functions of a computer network for political 

or national security purposes.  

Additionally, the same Geneva Conventions protocol (Article 51) prohibits indiscriminate 

attacks, which arises from the difficulty of focusing cyber operations on clearly defined objects. 

Differences in the identification of specific objects and individuals in cyberspace, as compared to 

traditional conflicts, make it difficult to improve mechanisms for identifying specific perpetrators. In 

addition, significant damage can occur as a result of cyber operations, as the universality of the 

Internet and the interconnectedness of all its components make it impossible to guarantee the 

selectivity of an attack (Buchan & Tsagourias, 2012). This is important to take into account, as an 

attack on military targets may “incidentally” affect civilian networks and their users, leading to 

unpredictable consequences for their functioning. Such scenarios pose great challenges for 

ensuring that international law interacts with real-life situations in cyberspace. 

The term “cybercrime” is also used to classify cyber threats. Although certain aspects of its use 

are widely recognised in the academic world, a precise definition is not available. One notable 

feature is that cybercrime is usually committed by non-state actors using computer systems, and their 

actions must be in violation of a state's criminal law or international criminal law (Yeboah-Ofori & 

Opoku-Boateng, 2023). The focus is not on undermining the functionality of a computer network, 

and it does not necessarily serve political or national security purposes.  
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The Tallinn Book as a Potential Tool for Legal Interpretation of Cyber Threats at the International 

Level 

NATO member states have their own ideas about the legal regulation of cyber warfare threats. 

In May 2008, the NATO Cyber Defence Centre of Excellence (CCDCOE) was established in Tallinn. 

At the end of 2009, the Centre brought together an international group of lawyers and practitioners 

to develop a handbook to clarify the application of existing international law, including the law of 

war and international humanitarian law, in the context of cyber operations and cyber warfare. In April 

2013, the first edition, known as the Tallinn Book, was published. In fact, the Tallinn Book is an 

informal collection of expert opinions and legal analyses on how existing international law applies in 

the context of cyber warfare and conflict (Schmitt, 2013). Figure 1 outlines the main principles of this 

document.  

 

Source: compiled by the author. 

The Tallinn Book attempts to define the legal principles and norms that should govern the 

actions of states in cyberspace. It addresses issues such as the definition of cyber-attacks, self-

defence in cyberspace, the application of the principle of non-use of force, and other aspects of 

international law in the digital environment (Chirita, 2021). Although the Tallinn Book is not a legally 

binding document, it plays an important role in shaping the understanding and development of 

international law in the context of cybersecurity.  

Tallinn Book

Definition of cyber weapons

The document defines 
cyberweapons as software, 

hardware or other means used to 
conduct cyber operations.

Armed Conflict in Cyberspace

The document states that in 
order to recognise an armed 

conflict in cyberspace, it is 
necessary to take into account 

the intensity, duration, scope and 
interference with the basic 

principles of international law

Protection of Civilian Objects in 
Cyberspace

The recommendations include 
measures to protect critical 

infrastructure, such as energy 
systems and medical facilities, 

from cyber threats

Responsibility for cyber 
operations

Addresses liability for cyber 
operations, including the 

possibility of state responsibility 
and the legal status of non-state 

actors in cyberspace

Cyber-espionage

It examines the legal status of 
cyber-espionage and determines 

how it affects international 
relations.
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According to the first aspect, the international group of experts clearly rejects any claims that 

cyberspace is a new domain for international legal regulation. On the contrary, they point to the 

application of general principles of international law to this space (Pipyros et al., 2018). Regarding 

the second aspect, the concept of “cyber sovereignty”, it is determined that no state can claim 

sovereignty over cyberspace in general (Pratama & Bamatraf, 2021). However, each state can 

exercise sovereign rights over any cyberspace infrastructure located on its territory, as well as control 

activities related to this cyber infrastructure. The logical conclusion is that a state's cyber operation 

directed against a cyber infrastructure located in another country may violate that country's 

sovereignty. The criterion for such a violation is harm, although the international group of experts 

did not reach a consensus on whether the deployment of malware that does not cause physical harm 

(e.g., when used to monitor activities) can be considered a violation of sovereignty (Kuusisto et al., 

2020). In addition, a cyber operation may be classified as an “armed attack”, triggering the right to 

personal or collective self-defence. Actions that are not considered an armed attack but still violate 

international law may also entitle the target state to take countermeasures. 

Obviously, other rules of jus in bello should also apply to cyber operations, including the 

principles of targeting specific targets and objects, the prohibition of “fan” attacks that may affect 

civilians, as well as restrictions on attacks on objects essential to the survival of civilians (medical 

facilities, food stores, housing, and communal facilities) and incidental attacks on non-combatants 

(Green, 2015; Dumberry, 2019). In addition, states are responsible for cyber operations conducted 

against other countries from their territory. This applies even if such operations are not carried out 

by intelligence services, but the state provides support to those who carry out attacks on other 

countries. 

In 2017, international law experts developed a new manual, the Tallinn Manual 2.0 (Chang, 

2023). While the first edition focused on the most destructive cyber operations that can be compared 

and considered as “armed attacks”, which entitles states to apply defence measures, it also covers 

those that occur during armed conflict (Gronowska, 2019). On the other hand, the second edition 

covers cyber operations rather than cyber conflicts, as was the case in the 2013 edition. 

However, there are some comments from scholars on the further use of the Tallinn Book to 

counter cyber threats (Gruber, 2015; Crespo, 2018). First of all, in the second edition of 2017, 

researchers used the concept of cyber operations rather than cyber warfare or cyber conflicts 

(Arnold, 2020; Chang, 2023). Apparently, they were guided by the notion that cyber-attacks cannot 

be a real reason for the outbreak of hostilities, even in the digital environment (Buchan, 2016; 

Alnakeep, 2022). However, as the example of the Kremlin regime and its aggression against Ukraine 

has demonstrated, cyber-attacks can be used during real hostilities, be an integral part of offensive 

and defensive operations, and create or neutralise threats to digital infrastructure. Perhaps we 

should agree with Kleemann (2021) and Paziuk (2022) that we should expect a new edition of the 

Tallinn Book, which will take into account the experience of the Russian-Ukrainian war in the digital 

dimension. Another vulnerability of the Tallinn Book is that it is not legally binding (Sweet, 2014). It 

is a document containing recommendations on the application of international law to cyber conflicts. 

This uncertainty makes it difficult to use it as a specific legal standard. 

Another challenge is that the Tallinn Book was drafted by experts from NATO countries, which 

makes its potential application problematic among states that are not members of this military-

political bloc. It is easy to see that China, or the Russian Kremlin regimes will not recognise this legal 

international development, as they did not participate in its formation and generally do not share 

certain fundamental provisions of this document, in particular, the definition of the existence of 
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“sovereign cyberspace”. The development of standards without a broad international consensus can 

create difficulties in their implementation. According to Maskun & Rum (2021), different states may 

define their own approaches to cybersecurity, making it difficult to create a unified system of norms. 

Some of the terms and definitions used in the Tallinn Book are subject to different interpretations 

(Nordström, 2019; Kuusisto et al., 2020; Kalpokiene, 2016), which leads to ambiguity in their 

application. For example, the concept of “armed conflict in cyberspace” can cause differences in 

interpretation, as the use of projectiles and missiles is still different from the use of digital information 

networks.   

The issue of attribution, i.e. the ability to identify and attribute cyberattacks to specific actors, 

remains problematic. The Tallinn Book does not provide specific solutions to this aspect, which may 

be important for determining responsibility. Similarly, as Dienelt (2022) and Evans (2020) have 

identified, in cyberspace, identifying hostile actors and their actions is a difficult task. As of today, 

there are no clear identifications, and no specific mechanisms have been proposed to address them. 

It is also relevant to note that the Tallinn Book focuses on the application of existing legal norms to 

cyber conflicts, but it does not provide mechanisms for resolving the conflict itself or for further 

rehabilitation. In general, Gronowska (2019) and Thomas (2023) note a lack of response tools: no 

specific tools are provided for effective response to cyber threats and cyber defence. The 

recommendations developed focus mainly on legal aspects, which, moreover, do not contain tools 

for preventing cyber warfare. Therefore, the development of international standards in the field of 

cybersecurity and their implementation remain challenging, but it is necessary for stability and 

security in cyberspace. 

At the same time, the main provisions of the Tallinn Book can be considered quite relevant for 

the conclusion of the next international treaty or convention on the non-proliferation of cyber threats. 

The developed legal mechanisms, if further improved, can replace the existing concepts of 

aggression and its new manifestations in the 21st century. It is obvious that the hybrid challenges of 

our time, the open expansionist ambitions of the Russian regime (potentially also of the PRC regime) 

will require the development of new instruments in international law that would take into account 

cyber threats at the level of an international problem. Although the development of such a 

convention will require additional time and political will of the international community, this option 

is quite promising for further implementation.  

Discussion 

The results obtained confirm the view that modern international conventions are important in 

countering cyber threats. Based on the analysis of international legal documents, it is determined 

that cyber warfare covers the means and methods of conducting military operations directed against 

computers or through computers and computer networks by means of information flow when such 

operations in cyberspace are carried out in the context of an armed conflict defined under 

international law. Thus, the concepts of “cyber war” and “cyber military threats” express a smaller 

scope compared to “information warfare” and “information operations”. 

The content analysis of the legal framework demonstrated that a cyberattack should be 

interpreted as a hostile act aimed not only at causing damage to vital cyber systems but also to other 

infrastructure related to the use of the cyber system. This definition emphasises the intent to attack 

and to cause injury or death, damage, or destruction of facilities. This statement is confirmed in a 

number of works by modern scholars (Choucri & Agarwal, 2022). Therefore, based on this, we agree 

with the statements of scientists who define a cyberattack as any action aimed at undermining the 

functions of a computer network for national security purposes.  
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The findings contradict the concept of Pratama & Bamatraf (2021), who only define cyberwar 

in the Indonesian sense as cyber-attacks. In this study, the term is etymologically split into two parts: 

cyber/cyber and war/warfare. UNTERM (the United Nations Multilingual Terminology Database) 

defines the full understanding of cyber warfare as “the offensive and defensive use of information 

and information systems to deny, exploit, corrupt or destroy information, information-based 

processes, information systems and computer networks of an adversary while protecting one's own. 

Such actions are intended to achieve superiority over military or business adversaries”. For this 

reason, the concept of cyberwarfare cannot be compared to cybercrime, cyberespionage, and 

cybervandalism, even if they all share the use of cybertechnologies. A cybercrime is a criminal act 

using cybertechnologies to gain advantage for violating a country's national legislation.  

The results of the study show that the international document The Tallinn Book in its modern 

versions is an important potential tool for the legal explanation of cyber threats at the international 

level. This is confirmed in the works of many contemporary scholars (Pratama & Bamatraf, 2021; 

Chirita, 2021; Gronowska, 2019).  

The results also indicate that an important modern legal task is to reissue the Tallinn Book as a 

new document that would regulate cyberattacks in the international space. This thesis is confirmed 

by Kleemann (2021) and Paziuk (2022). In addition, it is determined that the legal uncertainty of this 

document remains a problem. Another problem identified is that it was drafted by NATO experts, 

which makes it difficult for non-members to apply the document, which is confirmed by Kleemann 

(2021). It was determined that some states, such as China and Russia, may reject these standards, 

and the lack of international consensus creates difficulties in their implementation.  

Therefore, the data obtained contributed to a more detailed understanding of the importance 

of international law in determining cyber threats. In addition, given the above problematic aspects 

in modern legislation, the practical significance of the work is to formulate the main further 

recommendations for improving the existing legislation regulating the cyber sphere. Nevertheless, 

the main limitation of this review article based on content analysis is the selection of scientific sources 

only for the period from 2013 to 2023. The sample is limited to this range of years in order to analyse 

current legislation and trace the impact of the Russian-Ukrainian war on the development of 

international law. However, this limitation may affect the inclusion of older or earlier sources, which 

may also contain important information but are not included in the period. 

Conclusions and Implications 

The application of international law to cyber warfare raises a number of complex issues, which 

are further complicated by the peculiarities of cyberspace. First and foremost, there is the problem 

of identifying the parties to the conflict, as cyberattacks are not limited to state borders, and 

identifying their initiator can sometimes be simplified. The inability to clearly define the subject of 

responsibility, in particular in the case of actions by civilian employees, makes it difficult to define 

the conflict as a military one. According to the UN Charter, the use of force between states is limited, 

which does not contribute to the unification of the rules of cyber warfare at the international level. 

The problems of defining force in cyberspace give rise to different approaches and contradictions 

in legal forums. The specifics of cyberspace, in particular its organisation and functioning, add new 

challenges to security. While the terms “cyberwar” and “cyberattacks” are used for potentially 

dangerous operations in digital networks, its definition and regulation remain open questions. 

 It is determined that the Tallinn Book, which is an informal collection of expert opinions, 

addresses issues such as the definition of cyber-attacks, self-defence in cyberspace, and the 

application of the principle of non-use of force in the digital environment. Although it is not legally 
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binding, it plays a key role in shaping the understanding and development of international law in the 

area of cybersecurity. Two aspects of the Tallinn Book are noted: the rejection of the idea that 

cyberspace is a new domain for international legal regulation, and the definition of the limits of 

“cyber sovereignty”. The document considers the possibility of violation of sovereignty through 

cyber operations and tries to define the criteria for such a violation. It is important to note that this 

document may become the basis for the next international convention that will regulate legal 

relations in the field of cyberspace at the international level. 

Therefore, in general, new approaches and international standards are needed to effectively 

regulate and ensure security in cyberspace, in particular, given the peculiarities of this area and its 

impact on international relations. In particular, an important aspect is the improvement of the Tallinn 

Book with the adaptation of its norms for non-NATO states. It is about the joint work of international 

communities and experts to create a new document that will define the rules of responsibility for 

aggression in cyberspace for all actors in international relations. This convention should pay 

attention to the following aspects:  

1 Definition of terms and classification of cyber aggressions. The convention should clearly 

define terms such as “cyber aggression”, “cyber-attack”, “liability” and others. It should also develop 

a common, unified classification of cyber aggressions to define different levels and types of attacks. 

2. Establishment of basic attribution and liability mechanisms. The new document should 

include mechanisms for attribution of cyber aggressions to identify specific perpetrators. In this 

context, accountability mechanisms for states and non-state actors in cases of cyber aggression 

should also be established. 

3. Protection of critical infrastructure. Include in the convention provisions on the protection of 

critical infrastructures from cyber aggression based on the involvement of international experts in 

the field of infrastructure security. 

4. International information exchange and cooperation. The new document should also pay 

special attention to defining the main mechanisms of international information exchange and 

cooperation in the event of cyber aggressions. This will involve countries actively participating in 

joint investigations and information exchange. 

In general, the recommendations can serve as a basis for the development of new international 

legal instruments aimed at establishing liability for cyber aggression.  

Suggestions for Future Research 

The issue of regulation of cyber-military threats by international law will be of great relevance 

for further research. The experience of the Russian-Ukrainian war has demonstrated the need for 

further research in the field of international law and cybersecurity, as current challenges in this 

context remain complex and insufficiently addressed. Among the important possible areas for 

further consideration, the following deserve the most attention:  

1. Development of the legal status of cyberspace. It is important to investigate how 

international law can quickly and effectively adapt to changes in cyberspace and whether new 

regulations are needed to effectively regulate it. Alternatively, additions to existing international 

conventions could be a possible option. However, such possibilities would also require detailed 

scientific analysis. 

2. The issue of the legal binding nature of the Tallinn Book. It is about studying the extent to 

which states take into account and use the recommendations of the Tallinn Book in their practice, 
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and whether there is a need to formalise these principles. For Ukraine, this issue is also relevant, as 

it concerns its integration into the political and military structures of the North Atlantic Alliance, which 

will require additional initiatives at the legislative level.  

3. Identification of aspects of self-defence in cyberspace. Consideration of the possibilities and 

limitations of exercising the right to individual or collective self-defence in the context of cyber 

threats. This problem will expand the existing conventions on the use of self-defence in traditional 

warfare. 

4. Development of standards for defining cyber-attacks. Attempts to standardise and 

unambiguously define the concept of cyber-attacks and other cyber operations for further use in 

international law. The legal aspects of such decisions are extremely important, as they will affect the 

identification of perpetrators, proving their guilt, imposing sanctions and possible subsequent 

rehabilitation, etc. International law will require thorough definitions and resolution of the 

terminological aspect. However, the adoption of the necessary decisions may be delayed in time, as 

the political will to make such decisions is not yet present. 

5. Adaptation of jus in bello rules to cyber warfare. Future research should explore the 

definition of specific targets, objects, and limitations in cyberspace, similar to the rules relating to 

traditional armed conflict. 

6. Study the interaction of potential new conventions with other international norms. 

Consideration of possible conflicts and interactions between the rules governing cyberspace and 

other areas of international law remains an urgent challenge for the philosophy of international law. 

Zkoerma. It is about gradually overcoming the dilemma in understanding cyberspace and the 

peculiarities of the legal system within it. 
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