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Abstract: Television is gradually losing its position, but all predictions about its elimination 

from the media market in the short term do not come true. This necessitates a new understanding 

of the contemporary television space in its conceptual and functional dimensions. The purpose of 

the article is to analyse the information and security challenges in the paradigm of modern television 

broadcasting. The tasks of the scientific research are focused on the problem of modern positioning 

of the information culture of television broadcasting: on the one hand, it is a traditional media format 

that is already clearly established in terms of information security; on the other hand, television is 

being updated with new formats, which requires appropriate up-to-date mechanisms for 

responding to new potential threats without a peak cluster. The research methodology is focused 

on general scientific methods: analysis, modelling, forecasting. The analytical methodological 

segment provides traditional systemic and comparative characteristics of information security of 

television broadcasting; innovative methods, such as content analysis and online monitoring, are 

designed to determine the specifics of television content in the paradigm of modern media culture. 

The results of the study show that the interpretation of information security in the television segment 

is ambiguous. It is necessary to formulate a set of guidelines of a practical, applied and theoretical, 

and mental nature that will regulate information content and prevent threats from television 
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broadcasting. The author proposes the principles of information and communication control that 

will form a control system in the television cluster but will not turn into censorship: improvement of 

the fundamental triad of information security (confidentiality, integrity, and availability) and the 

addition of additional elements - authenticity, reliability, relevance. Prospects for information security 

research in the television segment are the synergy of human and technological efforts to prevent 

illegal and harmful activity in the broadcasting process: preventing unauthorised actions, avoiding 

threatening interpretations, and denying inhumane manifestations. Consequently, television 

remains an active player in the modern paradigm of the information society, maintaining its status as 

a relevant broadcaster of content of various kinds. Information security is a set of measures that 

provide for control over all information and communication media segments, which forms both 

universal and specific principles of information influence directly on the television format. 

Keywords: television, information society, information security, content, media space. 

 

Introduction 

Modern society is facing an unprecedented level of threats resulting from abnormal 

information and communication activity. The information space is saturated with various 

broadcasters that have a significant impact on individual and public consciousness. Under such 

conditions, the potential humanitarian threat associated with the broadcasting and imposition of 

harmful information content is growing. During the heyday of television, the information and 

communication system developed clear mechanisms for monitoring compliance with information 

culture and security in this segment.  

However, the current state of development of information technology has transformed the 

potential of television, shaping it into more dynamic and flexible manifestations, following the 

example of Internet resources. This requires a conceptual rethinking and practical revision of security 

standards in the television space. 

Research Problem 

In the scientific discourse, the modern television space is interpreted rather ambiguously in a 

context without peak parameters, as all attention is focused on innovative formats that are relevant 

and in demand in society. However, such positioning of television broadcasting security is 

threatening, and the need for new algorithms for TV space security remains unresolved in the 

scientific and practical dimension.  

The research problem is the uncertainty of theoretical principles and practical methods of 

control over the information content of television broadcasting. Technologically, television is on the 

verge of analogue and digital broadcasting. Television's capabilities in terms of efficiency, mobility, 

or dynamism are significantly inferior to new sources of information, such as Internet resources or 

social networks. Therefore, there is uncertainty about the parameters and means of controlling the 

information space. The security parameters that have been used in television for a long time are 

morally and organisationally outdated, while the new security parameters that are specific to the 

digital environment are impractical to use for classical broadcasting (in organisational and financial 

terms). 

Research Focus 

The focus of the study is to determine the status of television broadcasting in the modern 

information paradigm. Given the current level of influence on individual and collective 
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consciousness, television in the short term should form the prospects for further development: 

maintaining its status with a constant process of updating its potential or gradually moving into a 

cluster of traditional cultural elements with a significant decrease in audience coverage. Therefore, 

the issue of information security in the broadcasting system is actually awaiting the further vector of 

the TV cluster's strategic development. 

Research Aim and Research Questions 

The purpose of the research is to highlight the principles of information security in the context 

of both the traditional format of control over the media space and the innovative dimension of 

information culture. The objectives of the article are aimed at streamlining and harmonising the 

ideological, mental, practical, and technological guidelines of the modern information culture 

paradigm in the broadcasting cluster. The problem of security is acutely expressed in the need to 

comply with the key parameters of the information content of television broadcasting: 

• confidentiality, which provides for strict adherence to the norms of freedom of speech 

and information culture; 

• accessibility, which determines equal opportunities in the creation, distribution, and 

reception of television products; 

• integrity, which actualises the positioning of the television broadcaster alongside other 

sources and media. 

The research hypothesis suggests focusing on the current status of television and systematising 

the existing principles of information security. The result of information security compliance in the 

television space is associated with clear control of information content and avoidance of threats of 

direct and veiled manipulation of individual and public consciousness. At the same time, given the 

universality of information control parameters, it is necessary to be guided by synergistic principles 

that will allow unifying approaches to information security standards, regardless of the information 

resource. It is not profitable to use security protocols specific to digital resources for the TV space 

because of their high cost. In addition, the effectiveness of regulatory elements focused on the 

dynamism of digital content is very low when used in a stable television format. The way out of this 

contradictory situation is to combine traditional principles of information security with certain 

practical and technological tools of the security segment (automatic detection of negative content 

or violation of information culture, practical blocking of resources). 

Literature Review 

The scientific discourse is actively discussing information security in the rapidly growing media 

space of our time. Despite the active development of digital content, the television cluster retains its 

role in the public information space. Losing its audience in the context of the efficiency and richness 

of content, television is actualising qualitative indicators of information influence, namely: 

• focus on an audience that is used to watching television content; 

• increased focus on the concept of authenticity of information topics; 

• strengthening the information flow with human (as opposed to technological) potential. 

Information control has two key vectors: human dimension (negative impact on human 

consciousness and worldview) and technological (technological factors that destroy the principles 

of the information culture of broadcasting). 

Information security is not guided solely by principles or tools for their observance. At the 

beginning of the twenty-first century, the information security paradigm is being actively formed, 
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developing universal control methods that are relevant to all media resources. In particular, the 

InfoSec educational manual (Ma et al., 2019) presents the theoretical and methodological aspects 

of this problem. Curricula and courses dedicated to information security in the TV space are also 

relevant today (Puspitasari, Andriyani & Gafur, 2023). There is also a need for changes in the 

monitoring of TV organisations (Kucher, 2021). Currently, information security systems for the 

television space allow threats to be classified according to various parameters: national, gender, age 

(Nicholson, Coventry & Briggs, 2019), and cultural characteristics. 

Information security standards have both a national (Song, Zhang & Pan, 2021) and 

international format (Malashko, 2017) and a global benchmark (Shchekachykhina & Popovych, 

2022). State control of television broadcasting should be consistent with democratic principles of 

freedom of speech (Tiffen, 2022). It is noted that control over information flows has been established 

since the very beginning of television (Sümer & Tash, 2020). Public administration in the field of 

television and radio broadcasting is the best option for public control over the information product 

(Kalimbet & Sidor, 2021). 

Research Methodology  

General Background 

The principles of information security in the television space require a synergy of traditional 

and innovative control algorithms. In the modern information space, the issue of security parameters 

is relevant, so the scientific discourse should provide effective models of compliance with their 

norms for various formats of information activity and for television in particular. The article offers a 

review type of article, which involves a qualitative study with an analysis of the scientific literature on 

information security in the television space. 

Data Collection  

Web of Science, Google Scholar, and ResearcherGate were used to select the literature. The 

key words used to search the literature were the concepts of broadcasting and information security. 

Since the study is based on the analysis of the dynamics of information security in the television 

space, the research works of the last 3-5 years are relevant for the study.  

Data Analyses 

The methodology used in the study is based mainly on general scientific analytical methods. 

The analysis of the conceptual and functional parameters of television broadcasting helps to identify 

information threats. Comparative analysis allows us to determine the difference between traditional 

and innovative telecommunication systems in the context of compliance with information security 

standards. The article also uses the content analysis method, which allows monitoring the 

information activity of television broadcasting online.  

To develop an effective information security strategy in the TV cluster, it is advisable to use the 

forecasting method. By identifying security priorities and mechanisms for ensuring them in the TV 

space, a short-term and long-term perspective for the development of television in general is 

formed. Structuring television activity at all levels of involvement involves modelling the 

broadcasting programme grid and the specifics of information content, which facilitates control over 

these TV elements. 

An important methodological approach to achieving information security is the correlation of 

security principles in the tele- and digital space. Harmonisation of control principles is relevant in 

ensuring compliance with the classical triad of information security: availability, integrity, and 
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confidentiality. The synergy of security potential should be realised using interdisciplinary 

methodological approaches that will allow for the involvement of all participants and all elements of 

television activity.  

Results  

Television broadcasting in the modern information space has faced the problem of uncertainty 

of information security parameters. Innovative technologies have changed the media space, which 

has led to the transformation of information culture in general. New sources and broadcasters of 

content have dramatically increased the scale and intensity of information flows, which has 

automatically raised the issue of security in various ways: 

safe use of the broadcasting technology; 

avoiding any harmful impact on the content and format of information; 

defining the scope of potential influence on individual and public consciousness. 

One of the main threats of today is the distortion of information (Rúas-Araújo, Rodríguez-

Martelo & Máiz-Bar, 2022). It is clear that unreliable information automatically multiplies the negative 

consequences of this process. Television in the twentieth century was often considered an official 

source of information, which required increased control over the information broadcast on TV. The 

modern Internet and digital space have significantly reduced the level of control over the information 

product. Electronic media are revolutionising (Sura & Mishra, 2022) the way audiences engage with 

socially significant events, similar to the way television once did, by providing information to people 

who could not read and did not have the proper level of literacy. Such dramatic changes in the scale 

of the audience and the intensity of the information materials are fertile ground for various 

manipulations with the information broadcast. 

Television has received a significant boost during the Covid-19 pandemic. In the usual course 

of social life, people were focused on the efficiency and dynamism of online resources. When the 

pandemic restrictions effectively isolated people at home, the need for TV broadcasts increased 

(Hermes & Hill, 2020). At the same time, the responsibility of TV content creators has also increased, 

especially in topical issues of a socio-medical nature or the clarity of official information. 

Television in the 21st century has faced a dilemma: to continue broadcasting with a high level 

of content filtering (with a clear understanding of the loss of viewer interest) or to reduce the 

requirements for internal review of broadcast materials (joining the “hot news” trends inherent in the 

digital media space). 

Television, which operated according to the organisational and technological principles of the 

twentieth century, fully controlled the negative manifestations of the information space. However, 

the digitalisation of television and the new public perception of television broadcasting in the 

context of socio-cultural transformations have pointed to difficulties in complying with the 

fundamental principles of information security (see Figure 1). 

 

 

 

 

 

https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


 

38 
 

©Copyright 2023 by the author(s) This work is licensed under a Creative Commons Attribution 4.0 International 

License. 

Figure 1 

Risks of Key Principles of Information Security in Television Broadcasting in the Early Twenty-first 

Century  

 

Source: author’s own development. 

Accessibility is a special feature of information security, as it has a two-way interconnected 

dimension between the creators of television products and their consumers. Kamatchy & 

Dhanalakshmi (2020), based on an in-depth analysis of CNN to classify television content, conclude 

that product diversity helps to avoid information threats in the form of manipulation, fakes, and 

inaccurate data. 

A special role in maintaining the integrity of information security was assigned to state control 

bodies (Tang et al., 2021). The structure of television or radio broadcasting allowed controlling 

bodies to physically carry out their functions (even at the global international level (Chernobrov & 

Briant, 2022)). State structures, when politically necessary, were able to censor television quite 

quickly and effectively (Gallet, 2022). However, with the transition of information resources to the 

virtual web, control has become much more difficult.  

Although cyber security is developing rapidly, it cannot even come close to the level of control 

over information flows. These realities have led to a global shift of the audience to free-to-use 

information resources. This poses a real danger of losing the confidentiality of information in the 

television space (Ranaweera, Jurcut & Liyanage, 2021). 

Twenty-first-century television has been left without its main twentieth-century asset - the 

audience. Along with the traditional controlling factors of information security compliance, new 

elements of this activity can be traced. In particular, a recommendation format for adherence to the 

principles of information culture by viewers is proposed (Alam & Khusro, 2020). This can stop the 

outflow of the audience and return it to television viewing. Broadcasting management, guided by 

the recommended principles of its activities, minimises the impact of negative factors in the provision 

of information (Kustiawan et al., 2022). 

•the scale and intensity of information flows 
threatens secure data transmission

confidentiality

•the diversity of information resources creates 
the problem of losing total control over the 
content they createaccessibility

•TV space is a platform that combines the 
activity of content creators and audience 
perceptionintegrity
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In such circumstances, in order to maintain the status of an active player in the information 

space, television is actualising other factors that can retain the audience. These factors have both a 

traditional fundamental nature and an innovative dimension.  

Realising that the television format is not capable of surpassing the virtual space 

technologically, the emphasis was placed on the human factor to be competitive. The creators of 

television content and viewers (in fact, consumers of the product) have become the key potential of 

television. Therefore, the problem of information security is becoming more and more focused on 

the human factor. Security has become human in nature, both literally and figuratively.  

Contemporary television is guided by the principles of creativity, placing its hopes not on 

technological sophistication (while actively using it), but on human capital. Therefore, information 

control also mainly concerns human activity in creating and broadcasting content. Security applies 

not only to information but also to the actors in the information space, which brings human security 

parameters into focus (for example, the safety of journalists (Crete-Nishihata et al., 2020)). 

The development of television in the context of rapid socio-cultural progress contributes to the 

formation of new principles of information security that complement the existing ones and allow 

responding to threats and challenges of the times. New elements of information security in the TV 

segment are associated with the legal (Shtefan, 2023), economic (Petroye et al., 2020), socio-cultural 

(Wen, Wu & Yang, 2022), and technological (Asakura et al., 2023) dimensions (see Fig. 2) of modern 

civilisational progress.  

Figure 2 

New Elements of Information Security in the Television Space in the Age of Information Society  

 

Source: author’s own development. 

Personal identification (Kim & Park, 2022) is a prospect for the formation of such a principle of 

information security as authenticity. The modern socio-cultural space pays considerable attention to 

the legal culture, in which copyright and the right to freedom of speech and expression are 

fundamental. Under such conditions, authenticity in the information dimension becomes a 

guarantee of security. 

The individual dimension of information security has so far been an underestimated potential. 

However, recent years have shown that democratic societies that grant more rights and freedoms to 

individuals are responding by strengthening control over compliance with security principles in the 

television space. The creator of TV content and the viewer are mutually interested in maintaining 

information hygiene, which actually makes violations in this area impossible. 

Information culture is determined by the level of quality and safety of the content broadcast on 

television. Official information, the public cluster (Honig, 2019), entertainment content (Melykh & 

Korbut, 2020), journalistic or fictional works - all of these form an impact on the viewer's mind. The 

authenticity conceptuality reliability
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worldview and mental state of the population that consumes TV products in large numbers depends 

on how safe this content is. An important factor in adherence to information culture is the everyday 

experience of using INTERNET resources and the ability to compare it (Alam, Khusro & Khan, 2021) 

with television viewing. 

Improvements in the technological characteristics of television broadcasting have increased 

the requirements for security parameters. The television format is constantly evolving, adding digital 

elements: AR-TV (Popovici & Vatavu, 2019), VR-TV. Innovative TV formats, such as Smart TV or 

Internet Protocol TV (IPTV) (Seo, Lee & Kim, 2020), use communication channels that are more 

vulnerable to external interference (Bachy et al., 2019). This means that the physical security 

measures that are common for analogue television are no longer relevant. At the same time, the 

television cluster needs new staffing solutions that will deal with security issues in addition to 

technological support.  

Technology itself is also gaining a new understanding of security issues. Control is 

implemented at various levels: from innovative software (Zhang, Yu & Yu, 2007) to the coordination 

of satellite operations (Manulis et al., 2021) or signal availability (Igbonoba & Bankole, 2023). By 

adding digital technologies to the television system, security threats are automatically added. For 

example, the high-definition multimedia interface (HDMI), without which it is difficult to imagine a 

“high-quality picture” of the TV screen, is quite vulnerable to external attacks (Rondon et al., 2019), 

which forms an important element of the threat. 

Discussion 

An urgent problem of modern television broadcasting, which causes a number of discussions 

in the scientific space, is the issue of information and security challenges. The results obtained show 

that the content and format of information threats that potentially or directly affect television content 

violate the principles of confidentiality, accessibility, and integrity. 

It was expected for scientific research to understand that security issues often intersect with the 

format of information content. New digital media technologies shape the design (Jiang, Wang & 

Tsai, 2022) of a television product by masking or modifying the content. Under such conditions, there 

is an unlimited scope for violations of information security parameters in all respects. A beautiful, 

vivid picture arouses the viewer's interest while weakening the ability to critically analyse the 

information presented. 

The expected problem for the results of the study was the statement that information security 

is facing an urgent dichotomy: modern design (which carries many risks) or restrictions without a 

peak character that will affect the diversity and format of the television product. The answer to this 

debate is obvious since the rejection of new functional or design solutions will finally push television 

to an outsider position in the race for information resources of our time.  

The results of the study showed that Internet technologies have become not just an alternative 

to traditional television broadcasting, but have partially captured this segment with their own 

products, which is confirmed in works that note the offer of a wide range of innovative television 

format products: home cinema (Allifah & Zualkernan, 2022), Smart TV (Lee, Park & Choi, 2012), TV 

apps, etc. The current study correlates with the popular belief that such processes are causing a 

reorientation of security parameters from traditional TV-oriented to digital norms. Such realities 

cannot contribute to the development of television in general, as the television cluster will not be 

able to withstand such a security burden either organisationally, structurally or financially, and 

logistically.  
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These results contradict the work of Çelik (2020), who actualises another vector aimed at 

achieving an appropriate level of information security in the TV space due to the role of a person (or 

social structure) in the creation and broadcasting of media content. For many countries (mainly 

developing ones - the conventional states of the Global South), the policy of a strong man, which is 

opposed to the power of technology, is relevant. In this positioning, a person is assigned the main 

role in complying with the principles of information security. The results of the study criticise this 

position, as it poses a threat of increased administrative pressure on freedom of speech and 

information culture. It is noted that such an approach is somewhat discordant with the desire of 

Western society to give control of information culture to automated technological solutions. On the 

one hand, security automation increases the ability to control large-scale volumes of information that 

are circulating in the media space. However, if we consider the television segment separately, such 

automation is virtually impossible due to the large share of human activity in the creation of a 

television product.  

One of the manifestations of innovation in the study is the development of the concept of a 

new television structure - the formation of television communities (for example, Netflix (Arat & Şi̇mşe, 

2021) or Amazon Fire TV (Moghaddam et al., 2019), which clearly define the parameters of 

information security. It is clear that in the social dimension, it is much more effective to shape the 

parameters of information culture. When viewers are united by common interests, it is much easier 

to actualise the principles of accessibility and integrity that form information culture.  

The study confirms the role of civil society in controlling information security and the idea of 

developing public service broadcasting, which is a manifestation of collective information security 

(Tomaselli, 2022). For example, one of the manifestations of the growing public influence on 

television in the twenty-first century is the development of awareness of an event, process, or 

phenomenon through broadcasting, which is evidence of the synergy between television and its 

audience (Umaimah & Menati, 2019). 

The scientific novelty of the results lies in the innovative understanding of information security, 

which is a consequence of conflicts of values (Jaskuła, 2022). On the one hand, the audience strives 

for freedom, looking for more open information resources. On the other hand, the unlimited and 

uncontrolled information space can have negative and destructive consequences. Therefore, 

television is a kind of platform for reconciling freedom of speech and control over it. 

The results of the study should be taken into account when stating the inevitability of digital 

and technological progress in television broadcasting, as well as the inevitable level of growth of 

threats to information security. Such a scale and intensity of factors that disrupt the balance of 

information security in the TV space can be controlled not by a ban (since this process will be the 

end of the television era), but by qualitatively strengthening the principles of information culture in 

general. 

It is worth noting that not all aspects of security were considered in the current study due to the 

limitations that are shaped by the specifics of television traffic (especially in digital format) and the 

inability to trace its potential negative impact on the audience, given the delayed nature of its impact 

on individual and collective consciousness. 

Conclusions and Implications 

Thus, television of the 21st century, having passed all the tests of time, remains a competitive 

player in the media environment. The improvement of traditional television elements and the 

addition of technological and digital components have formed a new paradigm of the TV space. At 
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the same time, the issues of information culture in general and information security in particular have 

become more relevant. Classical television of the twentieth century strictly adhered to the 

fundamental principles of information security. New formats of television broadcasting have only 

strengthened (both functionally and conceptually) the security dimensions of information content. 

The traditional triad of information security (confidentiality, availability, and integrity) has been 

supplemented by elements that correspond to innovative transformations in the socio-cultural 

space, namely reliability, authenticity, and conceptuality. 

The issue of information security in the television segment has two key aspects: technological 

and human. Technological tools and control algorithms meet the parameters of digital security. 

However, the human factor plays a dominant role in compliance with the security standards in the 

information television space. When television broadcasters have the opportunity to self-identify and 

express themselves in the information space, this forms the basis for a free democratic environment 

in which the causes of misconduct disappear. At the same time, the self-sufficiency and self-

organisation of the creators and consumers of information products requires close monitoring of 

compliance with security standards and information culture in general. 

Suggestions for Future Research 

The prospects for further research into the problem of information security in the television 

broadcasting segment include several aspects:  

• conceptual definition of television and comparison of its security potential with virtual 

digital media resources; 

• interdependence in information security issues between traditional broadcasting and 

the INTERNET environment; 

• the role of the human factor in compliance with information security standards and 

parameters when creating and consuming content; 

• state and public control over compliance with the appropriate level of security in the 

television segment. 

With the expansion of the television cluster in the twenty-first century, there is an urgent need 

to expand the principles of information security (the standard triad of integrity, confidentiality, and 

availability). To the purely organisational and technological tools and control algorithms, it is 

necessary to add the guidelines of information culture, which are characterised by a worldview and 

mental understanding of the security of information resources (reliability, conceptuality, and 

authenticity). New dimensions of information security correlate with socio-cultural transformations 

and are consistent with the legal, socio-economic, and cultural parameters of information society 

security. 

The synergy of human potential (the desire and ability to comply with information culture) and 

technological arsenal (digital algorithms for compliance with security parameters) can preserve the 

fundamental principles of television development and strengthen information security in this cluster 

of media resources.  

Preventing misinformation, fakes, unverified, or disinformation are key tasks of the conceptual 

security vector. Maintaining the format of television devices and communication channels is a 

functional cluster of TV environment security. Ultimately, avoiding manipulation and negative 

influence on individual and public consciousness is the task of the human dimension of security 

activity on television.  
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